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BACKGROUND

 We are facing various situations
as follows:
 Recent natural disasters that cause
significant damage.
* |In Japan, many natural disasters
happen every yeat.
« Earthquake
« Typhoon/Tornado
. C%/bgr attacks or threats (Ransomware
etlC..

« \We should consider and
countermeasure against above
these situations.

« Especially, power outage and
recent works in our centre will be
focused on.

www.city.tsukuba.lg.jp/kurashi/anshin/tatsumaki/1000688.html

www.city.kitaibaraki.lg.jp/docs/2020031000037

www.bbc.com/news/articles/cOrpwk51gxro

The damage of Great East Japan Earthquake
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Estimated route of the tornado near KEK
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Personal data potentially stolen in Asahi
cyber-attack

74
Connie Bowker

Personal data may have been stolen in the ransomware attack that forced Asahi to halt
beer production, the company has said.

Japan's biggest brewer was forced to pause operations at most of its 30 factories in the
country after a cyber-: disrupted everything from beer shipments
to its accounting system.

All of Asahi's facilities have now partially reopened and restarted production but
computer systems remain down, meaning orders are being processed using pen, paper

In a statement on Tuesday, Asahi said it was investigating whether personal
information was stolen in the attack.
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Our Department Overview

« Regarding Facility Development

« Mission: Maintaining the infrastructures to
operate Computing Research Centre’s
services such as KEKCC, campus network and
so on smoothly.
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« Computing Research Center North Building ; T S
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« Our responsibility:
« Periodical inspections (UPS & card readers)
« Power supply by generators during scheduled
power outage
« Maintaining the cooling system.

BaaREE S

2025/10/29 KEK-CSCS Joint Meeting 2025



Facility Management Scope

« Basic Management Policy
 [f equipment falls, shut it down.
« Repair as soon as possible.
« Prioritize services according to importance.
X Preventive maintenance is occasionally performed.
* Maintenance

« Regularly, inspecting equipment, e.g., UPS, and card reader.

« Equipment upgrades in conjunction with the renewal of large-scale
computers and systems.

« Repairs based on a comprehensive plan
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Power

« System power is supplied either directly from commercial sources or via UPS.
« UPS power supply:

« Purpose:
 Power supply during scheduled maintenance or power outages.
e Shut the system down safely upon a sudden blackout.
* Roles
« For KEKCC and other large systems
UPS1 (200kVA)
» |t began operations in 1994.
* Its base unit, surrounding units and batteries replaced the end of JFY2024.

UPS2 (200kVA)
* |t began operations in 1996.
* Its base unit and batteries replaced the end of JFY2017.
 For campus network and email etc...
« UPS3, UPS4, UPS5(approx. 40kVA)
» |t began operations around 2005.
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Availability Maintenance
Initiatives

« Updating Automatic Operation Boards of Facility
« Resolving Low-frequency Noise Pollution
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Updating
Automatic Operation Boards of Facilit
« Automatic Operation Board (AOB)

« Continuous monitoring of the operational status (including faults) of
fire suppression systems, UPS units, and temperature/humidity
Sensors.

Fire suppression

systems

Situation we find ourselves in

The entire AOB system was Secs Ll Sub-unit

suffering from severe ageing in 2020. Temperature/humidity
SEeNSsors

" : : : JFY2020 Updated
A critical single point of failure - _ »
) : : as a priority. Air conditioners
existed: If the base unit failed, all m
subordinated systems lost their Other subunits are same
abnormality detection capability. JFY2021 Updated w

as above.
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Pictures of AOB
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' Visual and audible alerts are

activated when abnormal
l conditions are detected.
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Resolving Low-frequency Noise
Pollution

Some operators complained of feeling unwell in summer 2024.

This issue seriously affected human health, causing
symptoms, e.g., dizziness and headaches.

No symptoms when two fans on the ceiling stopped.

Noise around the power station and working space which
they work were measured.

They handle inguiries regarding the Two fans were replaced summer 2025.

Computing Research Center's services.
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BCP in KEK

« Purpose and Assumption
« Information system in BCP

2025/10/29 KEK-CSCS Joint Meeting 2025
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BCP Framework in KEK

« KEK has formulated its Business Continuity Planning.

o P u rpOSG Of fO F'im u | at| O Nn. 1. Purpose of Establishment of Business Continuity Planning and its Basic Policy
* FU |f| | | l ﬂg as World lead I ng (1) Purpose of Establishment of Business Continuity Planning
research P latform High Energy Accelerator Research Organization (hereinafter referred to as “KEK”) has
. been pursuing joint use and collaborative research by providing the advanced research
°
VV h at WE S h ou | d d 0. facilities to users and collaborators in and out of Japan as a world leading research platform
¢ S peC|fy| Ng emergency wo rk. of accelerator science.

However, there is a risk that the facilities, manpower and public services taken for
granted cannot be used resulting in an unexpected dysfunction due to the large-scale

 Measuring, securing and allocating

the fesource il’] advaﬂce_ natural disasters such as “The Great East Japan Earthquake” of March 2011 and the
. . tornado disaster in Tsukuba city of May 2012 and a massive network outage such as the

* ASS um pt lon. spread of computer viruses and cyber terrorism.
e |f we had an ea rth qu ake ||ke th e Under this situation, the following KEK business continuity planning shall be formulated

so that businesses can continue properly, and the obligation imposed on KEK as a world

Great EaSt Ja pan Ea I’thq Uake <31 1 in leading research platform can be fulfilled. For that, the highest priority emergency work

2011) in Tsukuba C|ty needs to be specified and measures such as securing and allocating the resources

necessary for the execution of the priority work need to be taken in advance,
Regarding J-PARC and Institute of Particle and Nuclear Studies, Wako Nuclear Science

Center, each of them keeps collaborating with the related institutes to complete missions.

Source: Business Continuity Planning (KEK)
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Information system in KEK BCP

Office Phone, Wireless, Broadcast Facility, Information System

4) Information System

1.

After a disaster, as the core information system used by the related
departments including the headquarters, there are e-mail system, KEK web
system and each business system on Administration Bureau. In case of power
outage, these information systems will be temporarily down, which can be a
result of a major obstacle in carrying out the emergency priority work including
each duty at the headquarters.

. These Information systems are operated connecting to the KEK network,

however the UPS secured for the said network equipment can feed power for
about 10 minutes, the operation of the system can be stopped safely during
this power feeding.

. Inorder to restart the operation of the core information system after a disaster,

electric power consumed in Computer South Bldg. and the computer room in
Administration Bldg. need to be restricted to the necessary minimum, and it is
necessary to feed power to both places from the KEK emergency power
generation facility. For this operation, necessity procedures need to be
prepared.

. Since KEK network and the external network have redundancy, even if one line

is disconnected, it can be restored in a short time. However, in preparation for
an unexpected issue in these lines, securing minimum communication shall be
considered. Also, regarding an internal communication in KEK, it is necessary to
consider the priority order of recovery and securing of backup route.

. Data in the server of each business system on Administration Bureau are

regularly backed up, however in the event that Administration Bureau and the
computer room where backup servers are placed are damaged, since there is
a big possibility to lose data, the remote data backup systems are installed.
Also, earthquake resistance of installation sites is proceeded.

Source: Business Continuity Planning (KEK)
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6. Regarding the system that stores essential data to “priority work” among
information system managed by Administration Bureau (for example, KEK user
support system needed for safety confirmation, personnel system, integrated
authentication system etc.), the countermeasures that will enable preventive
measures and prompt recovery shall be considered and implemented.

7. After a disaster, employees at the departments who manage and operate KEK
network equipment and core information system shall confirm the damage
situation and request the maintenance inspection company to dispatch
maintenance engineers, in addition, report the damage situation and the
prospect of recovery timely to the headquarters.

8. The headquarters receiving the reports shall discuss with the relevant employees
at the departments, and decide which information system should be restored
first based on the recovery manual etc. planned in advance.

9. The relevant departments, regarding information system to be restored, shall
set a prospect of the recovery method such as tentative countermeasure etc.
and report it immediately to the headquarters.

Shut the systems down safely with UPS
when a sudden blackout.

Operate the minimum necessary services
after a disaster.

KEK-CSCS Joint Meeting 2025
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What Happened in the Machine Room at
the Great Earthquake, March 11th, 2011

« UPS kept systems alive, but chillers went down and
temperature in the machine rooms became higher rapidly.
At the moment, it was not sure the power supply backed soon.

« Actually the power-station in KEK was damaged and it didn't back.

 Thus systems were forced to shut down urgently. Although
the procedure was not safe, it was unavoidable.

e [t is better we could shut those down by safe procedure
during UPSs were supplying power.

« Before starting the shutdown operation, we must secure ourselves
because many aftershocks happened at that time.

2025/10/29 KEK-CSCS Joint Meeting 2025 14



| essons Learned

 The mission of facility managementis supporting Computing
Research Centre’s systems smooth operation.

« Contributing to stable and safe operations.

« Updating automatic operation boards.
« Resolving Low-frequency noise pollution.
« Replacement of the AC and the UPS.

« BCP in KEK has already formulated.

 [tis based on the assumption that if we had an earthquake like the
Great East Japan Earthquake in Tsukuba city.

[t mentions that campus network, email and web systems would be
stopped safely with UPS after blackout.

2025/10/29 KEK-CSCS Joint Meeting 2025
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Key Message

 Engagement in work with the following beliefs.

 |f we are well-prepared in advance, we could manage any serious
disruption.
« BAHINIEZE W L (Proverb in Japanese)

 Address issues based on lessons learned from past events.
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